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9. Uenu n 3apgaum y4e6HON AUCLMNIIUHDI

Llensimu oceoeHusi y4ebHOU OucyurniuHbl 6811510 MCs:

- 0by4eHune CTygeHTOB OCHOBaM MOCTPOEHUS U NPUMEHEHUSA CUCTEM OBHapPY>XeHUS K
npeaoTBpaLLeHNs BTOPXXEHWI;

- 0by4eHune CTygeHTOB NpMHUMNamM 1 Metogam 3awnTbl MHGPOPMaLUMM B KOMMNbIOTEPHbIX
ceTax;

- N3y4eHune CpeacTB 3amTbl HpopMauumn B MHPOPMaLIMOHHO-aHANUTUYECKNX
cuctemax.

3adayu y4ebHoU OucyunuHbI:

- HayunTbcs opmanu3oBaTb 3agady ynpaBneHust 6e30MacHOCTb0 MHPOPMALMOHHbBIX
CUCTEM U MOAENMPOBaTb yrpo3bl 6e30nacHOCT NHOPMaUnK;

- OCBOUTb HaBblkM aAMUHUCTPUPOBAHUSA CUCTEMbI 3aWUTbl  MHGOPMaLMM  OT
HEeCaHKLUMOHMPOBAHHOMO AOCTYyNa U BO3OENCTBUS;

- OCBOWTb HaBblKM aAMWHUCTPUPOBAHUS CUCTEM OOHapyXeHust U npeaoTBpalleHus
KOMMbIOTEPHbLIX aTak.

10. MecTo y4yebHOM AncuunnuHbl B cTpyktype OlMNOI:

AvcumnnuHa «CucteMbl OBHapyxeHus W npegoTBpalleHUs KOMMbIOTEPHbIX aTtak
(IDS/IPS)» oTHoCUTCA K 4YacTtun, hopMmpyemMomn yyacTHMKamu obpasoBaTerbHbIX OTHOLLEHUN
Broka 1. AucumnnuHel (Mogynmn).

11. MnaHupyemMble pe3ynbTaTbl 00y4YeHUsi MO AuUcuUnNnuHe/Moaynio (3HaHUA, YMeHwus,
HaBbIKW), COOTHECEHHbIe C NNaHUPYeMbIMU pe3ynbTaTaMuM OCBOEHUsi 06pa3oBaTenbHOMN
nporpaMmmbl (KOMNeTEeHLUMSAMU) U MHAUKATOPaMU UX OOCTUKEHUA:

Kog HassaHwe koMneTeHuun Koga(b1) WHamnkaTop(bl) lMnaHnpyemble pesynbTatbl 06y4eHus
MK-1 | CnocobeH obecneuymBaTthb MK-1.3 | CnocobeH 3HaTtb: pasnuuHble BuAbl U NPUHLMN
byHKLMOHMPOBaHNE agMUHUCTPUpOBaTb | AENCTBUSA pasnuyHbIX CUCTEMBI
CpeacTB 3aluThl CUCTEMBI oBHapyxeHus " npegoTepaLleHus
nHdopmaumu B obHapyxeHuns n KOMMbIOTEPHbIX aTak;
NHAOPMaLMOHHO- npegoTBpaLleHns
aHanuTM4ecKnx cuctemax KOMMbIOTEPHbIX YmeTb: onpegenaTtb CTeneHb  3alumTbl
aTak pacnpefeneHHon KOMMNbIOTEPHOW ceTn wu
BbIOMpaThb onTUMarnbHy cuctemy
©e3onacHocTY;
Bnapetb: HaBblKaMu YCTaHOBKM,

aAMUHUCTPUpPOBaAHNA CUCTEM 06Hapy>KeHv|;|
1 npegoTepalleHna KOMMNbKTEPHbIX aTak..

MK-2 | CnocobeH opraHunsoBbiBaTth | [1K-2.2 | CnocobeH 3HaTb: TUMbI U Xapakrtep yrpos
paboThbl NO BLINOMHEHUIO B mMoAenupoBatb 6e3onacHocTM MHopmaunu;
WHpOpPMaLIMOHHO- yrposbl
aHanuUTU4eckKMx cuctemax 6e3onacHocTu YmMeTb: MoZenupoBaTb yrposbl
TpeboBaHWi 3auThl UHpopmaLnm 6e3onacHocTM MHopmauny;

MHopmMaumn

orpaHWYeHHoro gocTyna Bnagetb: nporpamMmHbIMM  cpeacTBamu
mModenupoBaHua  yrpo3  BesonacHocTu
WHopmaumu.

12. O6beM acuUnnuHbI B 3a4eTHbIX eguHuuax/yac. — 4/144.

dopma NPOMEXYTOHYHON aTTeCTaLMKU: 3a4ET C OLEHKON.
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13. TpyaoemkocTb No BMAam y4ye6HoOM paboTbl

TpyaoemMKocTb
Bug yuebHon paboTbl Mo cemecTpam
Bcero
7 cemecTp
KoHTakTHasa paborta 100 100
nekuunu 50 50
npakTnyeckue 0 0
B TOM Yncne: nabopaTopHble 50 50
KypcoBasi paboTta
KOHTPOIbHbIE paboThl
CamocTtosTenbHas paborta 44 44
lMpomexyToyHas aTTecTaums
WToro: 144 144

13.1. CopepxaHue QUCLMUNINHDI

Peanuzauus
pasgena
Ne | HaumeHoBaHue pasgena OUCLMNIUHBI C
CopepxaHve pasgena gUCLMNINHbI
n/n ANCUUNNNHBI MOMOLLIbIO
OHNawH-Kypca,
QYMK*
1. Jlekuum
1.1 KoMnbloTepHble CUCTEMbI U UX KOMMOHEHTbI Kak 06 beKTbI
o 3aWuThl. Yrpo3bl 6€30NacHOCTU U KaHarbl Ux
CucTteMHbIN noaxon K o
BO34encTBMSA. HanpaBneHns 1 MeToabl 3allmThbl
obecneyeHnto 3aWnTbl OT
nHdopmauun. MeToamka NOCTPOEHNS 3aLLNLLIEHHBIX
KOMMbIOTEPHbIX aTak
KOMMbIOTEPHbIX cuctem. OpraHnsaumoHHbIe MeToabl U
CpeAcTBa 3alnTbl KOMMNbTEPHbBIX CUCTEM.
1.2 | CpencTtBa BbIIBNEHUA U
nokanusaumm .
o CwncteMbl obHapyxeHus aTtak (Intrusion
ysi3BUMOCTEMN )
Detection Systems, IDS).
KOMMbIOTEPHbIX CUCTEM K
BO34ENCTBUIO Yrpo3
BesonacHocTn
1.3 MeTopabl 1 cpeacTBa OLEHKM 3aLMLLEHHOCTH
KOMMbOTEPHbIX cuctem. CpeacTea KOHTpONSA AOCTyna K
KOMMOHEHTaM KOMMbIOTEPHBbIX cucTeM. MeTtoabl u
cpencTtBa obecneyeHns 6e30NacHOCTU 3MEKTPONUTaHNS
MpakTuka npuMeHeHns KOMMbIOTEPHBbIX cuctemM. MeToapl 1 cpeacTtea
rapaHTMPOBAHHOIO YHUUTOXeEHUS MHopmauun. Metoabl
W cpeacTBa BbISIBMIEHUS U foKanusaunm yteyek
WHpopMaLMK MO TEXHUYECKUM KaHarnam.
. MpakTnyeckue 3aHATUA
2.1
2.2
. JlabopaTopHble 3aHATUA
3.1 Mpumepbl coBpemeHHbIx KC. XapaktepucTtuka

CucTtemHbIn noaxon K
obecnevyeHnto 3alnTbl OT
KOMMbIOTEPHbIX aTak

komnoHeHToB KC ¢ TOYKM 3peHns ya3BMMOCTU K
BO3AENCTBMIO Yrpo3 6e30nacHoOCTu.

Knaccudvkaums n xapakrepucTuka KaHanos 1 cnocobos
BO3aencTBmA yrpo3 6esonacHoctn Ha KC.

HanpaBneHus 3aWwutbl NporpaMm, AaHHbIX U OpYrux
komnoHeHToB KC. Knaccudpukaumst METOAOB U cpeacTB
3awmTbl MHopmauun. CpeacTBa MOAENMPOBaHUA aTak U
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BO3AENCTBMSA pasnnyHbIX Yrpo3 Ha KOMMoHeHTbl KC.
CuunTbiBaKOLWME YCTPONCTBA. ONIEKTPOHHBIE KITHUMN.
BromeTpuyeckme cuctembl KOHTPONs 4OCTyna.
Mporpammebl 4nis cO34aHUA 3alUMLLEHHbIX hannos, Nanok,
NOrnyecKnx OUCKOB. XapakTepucTtuka cuctemsl 31 ans
cnoxHbix KC.

MeToanka nocTpoeHust KOMMNIEKCHbIX cucteM 3awmuTbl KC.

3.2 | CpencTsa BhLISIBNEHUS U
nokanusawmm
YA3BUMOCTEN Cuctembl obHapyxeHus atak (Intrusion Detection
KOMMbIOTEPHBbIX cucTeM K | Systems, IDS).

BO3[ENCTBM1IO Yrpo3
©esonacHocTn

3.3 CpenctBa MoaenvpoBaHust aTak U BO3OENCTBUS
pasnu4yHbIX Yrpo3 Ha komnoHeHTbl KC. CuunTbiBatoLwwme
YCTPOMCTBA. ONEKTPOHHbIE KMtoun. BuomeTtpuyeckune
CUCTEeMbI KOHTpons goctyna. MNMporpaMmbl Ans co3gaHus
3alULLEHHBIX DanNoB, Nanok, NOrMYeCcKNxX QUCKOB.
MeTogonorus opraHusauun 6ecnepeborHoro
anekTponuTaHus. YcTporctea obecneveHuns
becnepebonHoro anekrponutanus (UPS) n ynpasneHus
UMK, XapaktepucTka HocMTenen n cTaH4apTHbIX
cnocoboB 3anucu/yganeHus nHpopmaummn. OnmcaHme
TEXHUYECKNX CPEACTB rapaHTMPOBaHHOIO yaaneHus
nHpopmaumn. NnxxeHepHsle C31 ot MOMUH.
Knaccudmkaumsi n xapakrepucTuka naccuBHbIX U
akTmBHbIX C3U ot NMOMUH.

MpakTuka npyMeHeHus

13.2. Tembl (pasaenbl) AUCUUNNNHBI U BUAbI 3aHATUN

Bugb! 3aHATU (KONMYECTBO YacoB)
CamocTtosaTenbHas
paboTta

Ne HanmeHoBaHue Tembl

n/n | (pasgena) aucumnnuHel | flekuun MpakTuyeckue | JlabopaTopHble Bcero

CuctemMHbIV noaxon, K
1 | obecneyeHuto 3aLLUThI 15 15 14 44
OT KOMMbKTEPHbIX aTak

CpepcTBa BbISIBNEHUS U
nokanusawuu
ysi3BUMOCTEMN
KOMMbIOTEPHBIX CUCTEM
K BO3JENCTBUIO Yrpo3
BesonacHocTn

10 10 20 40

3 | MNpakTrka npyMeHeHus 25 25 10 60

WToro: 50 50 44 144

14. MeTogn4yeckmne ykasaHMAa onsa ooy4arowmxca no 0CBOEHUIO AUCLUNIIUHDI.

OcBoeHne gucuunnuMHbl nNpegnonaraeTr He Tonbko obs3aTenbHOe nocelleHne
obyyvalLWnMCs ayauMTOPHbIX 3aHATUN (NekuMi 1 nabopaTopHbIX 3aHATUN) U akTUBHYIO paboTy
Ha HUX, HO N CaMOCTOSTENbHYIO Y4EeOHYI0 OesATENbHOCTb, Ha KOTOPY oTBOAMTCA 44 vaca.

CamoctoaTenbHass yyebHas AesaATenbHOCTb CTyAeHTOB MO  AgucuunnunHe «Cuctemsbl
oOHapyxeHusi n npegoTBpaLLeHnsa KoMnboTepHbIX atak (IDS/IPS)» npegnonaraeT BbINOMHEHUE
cnegyroLwmnx sagaHui.

1) camocToAaTenbHOE WU3yyYeHMe Y4YeObHbIX MaTepuanoB Mo pasgenam LOUCUUNAUHBIL C
NCNoNb30BaHMEM OCHOBHOMW M OOMNOMHUTENBHOW NuTepaTtypbl, MHPOPMALMOHHO-CMPaBOYHbIX U
NMOUNCKOBLIX CUCTEM;

2) nogroToBKy K TEKylWMM aTtTecTtaumsam: BbINOMHEeHMe nabopaTopHbIX 3agaHun Mo
nouncky Heobxoammblx ons paboTbl B ayantopum matepmanos B MIHTepHeTe.
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Ocoboe BHMMaHMe oby4aloLMxca HanpaBnseTcss Ha OCBOeHue cnocoboB OBHapyXeHns
1 NpegoTBpaLleHns KOMMbITEPHbIX aTak.
Bce BbINoOnHAeMble CTydeHTamMuM CaMOCTOATENbHO 3aJaHus noanexart nocreayrouen
npoBepke npenogasaTtenemM A58 nonyyYyeHns gonycka K 3adery.
B cnyyae HeobxooumocTn nepexoda Ha AWUCTAHUMOHHBIA pexunm obydeHus Oyaet
CO3aH 3NEeKTPOHHbIN Kypc «CUCcTeMbl OBHapY>XeHUs U NpegoTBpaLLeHns KOMMNbIOTEPHbLIX aTak
(IDS/IPS)» Ha nopTane «3nNeKkTpoHHbIM yHuBepcuteT BIY»: edu.vsu.ru. Tam xe 6yayt
pa3smeLlleHbl Heobxoanmble s YCBOEHUS Kypca MaTepuansi.

15. lMepeyeHb OCHOBHOM U [AONONHUTENLHOW nUTEpaTypbl,

pecypcoB MHTepHeT,

HeoO6XxoauMbIX AN OCBOEHUA OUCLMNIINHDI

a) OCHOBHag nuTepaTtypa:

Ne n/n NCTOYHNKK
Ckyouc, 3a. MNpoTtmBocTosiHMe xakepam : [lowaroBoe pyk. MO KOMMbIOTEP. aTakam U 3deKTUB.
1 sawmrte : lMep. ¢ anurn. / 3. Ckyanc .— M. : OMK-npecc, 2003 .— 507 c. : un. — (3awmra u
agMunHucTpupoBaHne) .— lMpeam. ykas.: c. 502-507 .— ISBN 5-94074-170-3.
MeTtpoBcknin, Anekcen NropeBnd. XakuUHT, KPSKUHT U ppUKUHT: CeKpeTbl, OnucaHus aTtak, B3floM U
2 3awmTta / Anekcen MetpoBckuii .— M. : CONOH-P, 2001 .— 559 c. — (AcnekTbl 3awmTbl) .— ISBN

5-93455-094-2 : 165.00.

0) gononHMTeENbHasa nuTepaTypa:

Ne n/n

NcTovyHuK

Mak-Knap, CttoapT. XakuHr B Web : Atakn n 3awmtbl / C. Mak-Knap, C. Wax, W. Wax ; Mep. ¢ aHrn.
E.H. Bacunenko n gp.; MNMoag pea. A.FO. WenectoBa; ABT. npeaucn. B.C. boHn .— M. u gp. :

3 Bunbamc, 2003 .— 374 c. : un. — lNpegm. ykas.: c. 367-374 .— [lNapan. TmT. nN. aHrn. — ISBN 5-
8459-0439-0.
NeoHTbeB, Butanun MetpoBuy. Kak 3awutute komnbetoTep : (Bupyckl, xakepsl, peknama) / B. 1.
4 NeoHtbeB .— M. : OJIMA-TIPECC o6bpasosaHve, 2004 .— 46,[1] c. : uB. un. — (KomnbloTep.

CnpaBoyHuk nonb3osarens) .— ISBN 5-94849-631-7, 7000 ak3.

B) MH(POPMALIMOHHbIE ANEKTPOHHO-0Opa3oBaTeNbHble pecypchbl (0duumnanbHble Pecypebl UHTEPHET)™:

Ne n/n Pecypc
8 OnekTpoHHbIn katanor 3HB BI'Y : http://www.lib.vsu.ru .
9 https://math.vsu.ru/wp/?page id=937 — pasgen Ha canTe MaTeMaTu4ecKkoro oakynbTeTa, Ha KOTOPOM
pasmeLleHbl METOANYECKNE U3AaHNS.
10 OBC «YHuBepcuteTckas GubnmoTeka OHNanH».
11 OnNeKTpoHHbIV yHuBepcuTeT BIY : https://edu.vsu.ru/ .

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO obecnevyeHns Ans caMoCTOATeNbHON paboThbl:

Ne n/n NCTOYHKK

1 JNykaukun, Anekcen. ObHapyxeHne atak / Anekcewn Jlykaukuii .— CI16. n gp. : BXB, 2001 .— 611 c.+
CD-ROM : nn. — (Mactep. NpakTnyeckoe pykosoactso) .— ISBN 5-94157-054-6 : 122.10.
Mwunocnaeckas, Hatanea leopruesHa. UHTpacetu: goctyn B Internet, 3awuta : y4yebHoe nocobue
ONnst  CTydeHToB BY30B, oOOyvatowuxca no  cneuuansHocTn  "KomnnekcHoe obecneyeHue

2 MHopMaunoHHoM Ge3onacHOCTU aBToMaTu3upoBaHHbIX cucteMm” / H.I. Mwunocnaeckas, A.W.
Toncton .— M. : OHATW, 2000 .— 526, [1] c. : un., Tabn. — Mapan. TiT. n. aHrn. — ISBN 5-238-
00134-7 ; 96.71.

9 MonoxeHne 06 opraHnsauum camocToaTenbHoM paboThl obyyatoLwmxcs B BopoHexckom
rocygapCTBeHHOM YHMBEPCUTETE.

17. OOpasoBaTenbHble TEXHONOruu,

ucnonb3yemMmble nNpu peanusaumm Yy4eOHOWM

OVUCLUMNIWNHBbI, BKMOYaAs AOUCTaHUUOHHble o6pasoBaTtenbHble TexHonoruu (OOT,
3neKTpoHHoe oby4yeHue (J0), cmewaHHOe 06y4eHue):



https://edu.vsu.ru/enrol/index.php?id=5794
http://www.lib.vsu.ru/
https://math.vsu.ru/wp/?page_id=937
https://edu.vsu.ru/

AvcumnnuHa  MOXeT  peanu3oBbiBaTbCd  C  NPUMEHEHWEM  OUCTAHLMOHHbIX
obpasoBaTenbHbIX TEXHOMNOMIN, HAaNpPUMep, Ha NnaTopMe «ANEKTPOHHbIN yHuBepcuteT BIY»
(https://edu.vsu.ru).

MepeyeHb Heobxoaumoro nporpammHoro obecnevennsa: WinlOpro unum Linux, Microsoft
Office, LibreOffice 6, Calc, Microsoft Visual Studio, Microsoft Visual C++, Foxit Reader, 6pay3ep
Mozilla Firefox, Opera nnu Internet.

18. MaTepnanbHoO-TeXHUYECKOe obecneyeHme AUCLUNIINHDI:

YyebHaa ayguTopus AN NPOBEAEHMS 3aHATUN NEKUMOHHOTO WU CEMMHAPCKOro Tmna,
TEKYLLIEro KOHTPOSIS U NPOMEXYTOYHOM aTTecTalmm co cneynanmanpoBaHHon Mebenbio.

[Ana camocTtosTenbHoM paboTbl MCMNONb3yeTCa KnacC C KOMMbOTEPHON TEXHWUKOW,
OCHALLEHHbIN HeobxoaMMbIM  NpOrpaMMHbIM — obecrneyeHneM, 3NEKTPOHHbIMU  y4eOHbIMK
nocobmamMm n 3akoHOOATENbHO-MPaBOBOM M HOPMATUBHOW MOUCKOBOW CUCTEMOW, UMELLMN
BbIX0[, B rnobarnbHyto ceTb.

19. OueHo4HbIe cpeacTBa ANA NPOBeAEeHUA TEKYLEeNn U1 NPOMEXYTOYHOM aTTecTauum
lMopsiAoOK OLEHKM OCBOEHUs obyvatowmmmuca y4ebHOro Mmartepuana onpegensertca
coAaepXaHnem crneayrLmnx pasnenos AUCUUNINHBIL

rll\}gn HaVIMeHOBaHVI?Mpoa(iﬂne;J"I)a ONCUMNIHBI If_'oncll;?;)e M;&ﬁﬁa;gﬁ&;l) OueHouHble CpeacTaa
AY H KOMMNeTEHLUN
CuncteMHbIV Noaxo K 06ecrneyeHmnio 3awmThbl
1 oT on H MK-1; MK-1.3; KomnnekT nabopaTopHbix
T - - 1 Ne
KOMMbIOTEPHbIX aTak MK-2 MK-2.2 sapami Ne 1, 2
CpepcTBa BbISiBNEHUSA U
5 nokanusauumn ys3BnmocTen MK-1; MK-1.3; KomnnekT nabopaTopHbIX
" —{ KOMMbIOTEPHbIX CUCTEM K MK-2 MK-2.2 3afaHwii Ne 3
BO3ENCTBMIO yrpo3 6e3onacHoCcTm
MK-1; MK-1.3; Komnnekt nabopaTopHbIX
3. _ | Npaktuka npymeHeHus MK-2 MK-2.2 sanannii Ne 4, 5, 6, 7
MpomexyToyHas atrecTaums lNepeyeHb BONPOCOB K
. anddepeHumpoBaHHOMY
dopma KOHTPOnS — 3a4€T C OLEeHKOM 3adety

20. TunoBble OLEHOYHble cpeAcTBa U MeToAMYeCKMe MaTepuanbl, onpegensilowme
npoueaypbl OLeHUBaHUA

20.1. TeKywWwMn KOHTPOSb yCNeBaeMocTu

KoHTpomnb ycneBaemMoCcTV MO AMCUMMIIMHE OCYLLECTBMSETCA C MOMOLLbIO CrieayrLmx
OL€HOYHbIX CPEACTB: YCTHbIX ONPOCOB, NMPOBEPKN AOMALLHMX 3adaHuin, nabopaTopHbIX paborT,
KOHTpOSbHOW paboThl, 3aWnThl pedhepaToB (OCTaBUTb UK 4o06aBUTb HY>KHOE).

MepeyeHb NnabopaTopHbIX paboT:

1.Mpumepbl coBpemeHHbIX KC. Xapaktepuctuka KomnoHeHToB KC ¢ Touku 3peHus
YSI3BMMOCTW K BO3AENCTBUIO Yrpo3 6e30MacHOCTM.

2. Knaccndukaumss M xapakTepucTuka KaHanoB W cnocoboB BO3AEWCTBUS  Yrpo3
©e3onacHocTn Ha KC.

3.HanpaBneHua 3awuTbl nNporpamMm, [AaHHbIX WM gpyrux  KomnoHeHtoB  KC.
Knaccudumkaumns metogoB 1 cpeactB 3awmuTbl MHGopmaunn. Cpeactea MoaenMpoBaHms aTak u
BO34ENCTBUA Pa3nnyHbIX yrpo3 Ha KOMMNOHeHTbI KC. CumnTbiBalowme yCTponcTBa. ONEKTPOHHbIE
knoun. bBuomeTpuyeckne cuctembl KoHTpona pgoctyna. [llporpammbl  Ans  co3gaHusd
3alMLLEHHbIX hannos, Nanok, NOrm4yecknx ANCKoB. XapakTepmucTuka cuctemol 3 ons CnoxHbix
KC.



7

4.MeToauKka NOCTPOEHNSA KOMMSIEKCHbIX cucTeM 3awmTbl KC.

5.Cuctembl o6HapyxeHus atak (Intrusion Detection Systems, IDS).

6.Cpeacrtea MogenvMpoBaHus aTak U BO3OENCTBUSA pasnNnyHbIX Yrpo3 Ha KOMMNOHeHTbI KC.
CuunTbiBatoLMe YCTPOMCTBA. OMEKTPOHHble KMun. BbuomeTpudeckne cuctemMbl KOHTPONS
poctyna. [Mporpammbl Ons co3gaHus 3allMLieHHbIX (PannoB, Nanok, fOrMYeckux AWUCKOB.
MeTogonorna opraHusaumm 6GecnepebonHOro anekTponuTaHusa. YcTponcTtBa obecneveHus
B6ecnepebonHoro anektponutaHmna (UPS) n ynpaBneHna umn. Xapaktepuctuka HocuTenem u
CTaHAapTHbIX crnocoboB 3anucu/yaaneHna wHdgopmauun. OnucaHne TEXHUYECKUX CPeacTB
rapaHTMpoBaHHOro yganeHunsa nHdpopmauunun. MuxeHepHole C3U ot NM3MAH.

7.Knaccudukaumsa n xapaktepuctmka naccuBHbIX U akTuBHbIX C3U o1 MOMUH.
[MpumepHbIM NepeyeHb TeM Ana pedepaTos:

NHdopmaumoHHas 6e30nacHOCTb aBTOMAaTU3MPOBAHHbBIX CUCTEM;
CoBpeMeHHbIe TexHonormm 6e3onacHoCTU;

3awumTa B onepaumoHHbIX CUCTEMaXx;

NHdpopMaLMOHHbIE BOVHBI;

NHTpaceTn: goctyn B Internet, sawmra.

[nsa oueHMBaHUS TeKyLlero KOHTPOSiS YCNEeBAeMOCTM WCMONb3YHTCa chneaylowme
nokasamenu:
1. 3HaHWe OCHOBHbIX NOHATUIA U METOLOB;

2. yMeHMe MPUMEHSITb MONTyYEeHHble 3HAHWUS N HaBblkWU AN pelleHust 3adad, NpoBOAMTb
aHanm3 noslyYeHHbIX peLleHni;

3. 3HaHME UMEKLMNXCA PecypcoB AN pelleHns 3agad obHapyXeHus u npeaoTBpaLleHns
KOMMNbIOTEPHbLIX aTak Ans KOHKPETHON CUCTEMBI;

4. yMeHue NCnonb3oBaTb CTaH4APTHbIE MAKETbl NPOrpamMMHOro obecneyeHnsa ons peLeHns
TMNOBbIX 3a4a4 OOHapYyXeHNs 1 NpeaoTBPaLLEHNS KOMMbIOTEPHbIX aTak,;

5. BnageHve HaBblkaMW XpaHeHusi, nowucka, cbopa, cuctemaTusaumm, o6paboTkm u
MCNONb30BaHMsA UHpOpMaLUK.

LLikana oueHOK:

3auyTeHo: BbinonHeHMe 3agaHUMK  COOTBETCTBYET MEpPeYUCrieHHbIM MnokasaTensm,
obyvarowmninca gaet OTBETbl HA AOMOMHUTENbHbIE BOMPOCHI, MOXET ObiTb HE COBCEM MOSIHbIE.
[leMOoHCTpUpyeT yMeHne peluaTb 3agayvm, BO3MOXHO C HEKOTOPbIMW OLLIMOKaMMU.

He 3ayteHo: OTBeTbl HE COOTBETCTBYIOT HU OAHOMY W3 MEPEYUCNEHHbIX NoKasaTenemn.
O6yvarowmincs AeMoHCTpUpyeT oparMeHTapHble 3HaHUS U YMEHUST U UX OTCYTCTBUE.

NS oueHMBaHWA pe3ynbTaToB Kaxaon nabopaTopHoi paboTbl UCNOMb3yeTcs LKana:

Kputepun oueHnBaHus Lkana oueHoK
BbinonHeHo 3agaHne nabopaTopHow pabotbl. [lporpamma  umeeT
KOMMEHTapun. YCTHbIN OTBET N0 METoAaM, MCNONb3yeMbiM B abopaTopHO

paboTe, COOTBETCTBYET pa3obpaHHbIM Ha 3aHATMAX. Obydarowunca gaet «3a4YTEHO»
OTBETbl Ha AONOMHUTENbHbIE BOMPOCHI. [JEMOHCTPUPYET 3HaHME y4eBHOro

martepuvana.

OTBeT He COOTBETCTBYET HM OOHOMY W3 MNEPEYUCHEHHBLIX MokasaTenen.

OOyvatomincs OeMOHCTpUPYET parMeHTapHble 3HaHUS U YMEHUST UK «He 3auteHo»

OTCYTCTBUE UX.




20.2. NMpomexyToyHasa aTrecTauus

lMpomexyToyHaa  artrectauua NO  AWCUMMAMHE  ocyuwlecTBnsieTtca B copme
cobecenoBaHns Mo 3K3aMeHaUMOHHbIM BurneTam C NOMOLLBI0 HMXKENPUBELEHHbIX OLEHOYHbIX
cpencTB (NepeyeHb BOMPOCOB K 3a4eTy).

B GuneT BknNtovatoTCs TEOPETUYECKNIA BOMNPOC M 3adadva n3 nabopatopHon paboThl.
MNepeyeHb BonpocoB k anddepeHUnpoBaHHOMY 3a4eTy:

Ne

n/n Bonpocbl

1. OcHOBHble onpepgeneHna n NOHATUA KOMMNbIOTEPHbIX aTak, X KJ'IaCCI/I(bVIKaLI,I/IH N 3Tanbl peannsauunn.

2. | NpyHUMNBI NOCTPOEHMS CUCTEM OOHAPYXXEHUST BTOPXKEHUS.

3. | CyuwecTBylowme TEXHONOMUN CUCTEM OOHaPYKEHUs aTak

4. | MNoBblweHne 3pPHEKTUBHOCTN HA OCHOBE MHTErpanbHOro nogxoga

5. | AHanus ceTeBoro Tpaduka 1 KOHTEHTAa.

6. | OBHapyxeHne aHoMarnbHbIX BbIGPOCOB Tpaduka MeTogaMmm kpaTtHomacwTabHoro aHanmaa

7. MeToapbl MHTENNEeKTyallbHOro aHanun3a gaHHblX B CUCTEMaXxX O6Hapy)KeHl/Iﬂ BTOPXXEHUaA

[nsa oueHuBaHUA pes3ynbTaTtoB OOy4YeHUs Ha 3a4eTe WUCMomnb3ylTCca creayrlme
nokasartenu:

1) 3HaHMe TeopeTN4EeCKNX OCHOB;

2) yMeHue pellaTb 3agauu;

3) yMeHue paboTtaTtb C anropytMamv MeTOA0B U MH(POPMAaLIMOHHBIMU pecypcamu;

4) ycnewuHoe NpoxoxaeHne TekyLen attectaumn.

[nsa oueHnBaHUA pe3ynbTaToB Ha AN depeHUNpPOBaHHOM 3a4eTe MUCMNoMb3yeTcH WKana:
KOTMANYHO», «XOPOLLO», «YOOBIETBOPUTENBHO», KHEYAOBNETBOPUTENBHO.

CooTHOWeHNe nokasaTtenemn, KpUTepueB U LWKamnbl OLEHMBaHUSA pesynbTaToB 00yyYeHus
nokasaHsbl B criegyrouwien tabnuue:

Kputepun oueHnBaHus LLikana oueHoK
OTBeT COOTBETCTBYET BCEM MNEPEYUCIIEHHBbIM BbIE MoKasaTensam,
oby4aroLmncs aaeT oTBEThI Ha AOMNOMHUTENbHbIE BOMPOChl. [JeMOHCTpUpyeT «OTnNU4HO»

3HaHue yyebHoro matepuana.

OTBeT cooTBeTCTBYET ABYM Wnu Bornee M3 nepevvcrneHHbIX nokasaTtenemn,
oby4aroLmncsa gaeT oTBEThI Ha AOMOMNHUTENbHbBIE BONPOCH!, MOXET BbiTh He
COBCeM MnonHble. [leMoHCTpupyeT 3HaHue y4yebHoro MaTepuana, BO3MOXHO C
HEKOTOPbIMUY oLIMBKaMu.

OTBeT COOTBETCTBYET OOHOMY U3 MNEPEYUCIEHHbIX MokasaTenen,
obyyalolMnca He gaeT OTBETbl Ha  AOMOMNHWTENbHbIE  BOMPOCHL. |  «YOOBMETBOPUTENBHON
JeMOHCTpUpYeT 3HaHUe y4ebHOoro Mmarepuana ¢ HeKOTOPbIMU OLLIMGKaMW.
OTBeT He COOTBETCTBYET HM OOHOMY W3 MNEPEYMCMEHHBbIX MoKasaTenen.
OGyyarowmmnca AeMOHCTpUpyeT dparMeHTapHble 3HaHWs W yMeHus unn | «HeyaoBneTBOpUTENbLHO»
OTCYTCTBUE UX.

«XopoLuo»
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